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Figure 1. Reflector is a novel pointing method that utilizes hidden design space in reflective screens. By aligning a part of the user’s onscreen reflection
(e.g., the dominant eye) with objects rendered on the screen, Reflector enables (1) distance-independent and (2) private pointing on commodity screens.
Distance independence means that changes in distance between the user and screen do not affect the user’s input movement. This property enables
more robust pointing performances to distance changes compared to methods such as eye-trackers or mid-air pointing. Reflector allows private pointing
because bystanders cannot observe the same image reflected on the screen that the user sees.

ABSTRACT

INTRODUCTION

Reflector is a novel direct pointing method that utilizes hidden design space on reflective screens. By aligning a part
of the user’s onscreen reflection with objects rendered on
the screen, Reflector enables (1) distance-independent and
(2) private pointing on commodity screens. Reflector can be
implemented easily in both desktop and mobile conditions
through a single camera installed at the edge of the screen.
Reflector’s pointing performance was compared to today’s
major direct input devices: eye trackers and touchscreens. We
demonstrate that Reflector allows the user to point more reliably, regardless of distance from the screen, compared to an
eye tracker. Further, due to the private nature of an onscreen
reflection, Reflector shows a shoulder surfing success rate 20
times lower than that of touchscreens for the task of entering a
4-digit PIN.

A visual display, or screen, is the most important output
device in our everyday computer interactions. Modern displays are capable of rendering millions of pixels with millions of colors, which are optimized to convey a huge amount
of concurrent information to users. Since the emergence of
touchscreens, the function of the screen has extended to input
as well. As input and output share the same space, current
designs have highlighted direct manipulation paradigms. In
direct manipulation, no cursor is required, unlike in traditional
computing. Touch [1, 15, 26, 70], gaze [63], and mid-air pointing [3, 27, 37, 54, 68] are the most common examples of the
input method following the paradigm.
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Direct manipulation, or cursor-less interaction, has several
advantages over cursor-mediated interaction. First, designers need not have to worry about the transfer function that
maps the user’s movement to the cursor’s movement (i.e., the
control-display gain function). Consequently, direct manipulation reduces the time needed for users to adapt to the system
transfer function [46]. This feature is an important advantage,
because designing a good transfer function in an indirect system is complex and difficult [43, 42, 41]. Moreover, when
multiple users interact with one screen [34], presenting multiple cursors is distracting [36] and direct input (e.g., touch) is
preferred.
However, despite the advantages of direct manipulation, there
are two side effects due to the inherent properties of screens.
First, a screen is publicly visible. Thus, direct input on a screen
may also be visible to others. This property has raised privacy issues with interactive screens, such as shoulder surfing
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system would linearly decrease in proportion to the distance
(=O(d)).
To effectively show the characteristics of onscreen reflection
as a novel screen input space, we implement a direct pointing
method called Reflector. Reflector utilizes an onscreen reflection to select a target displayed on the screen. It is applicable
to commodity reflective screens. More specifically, the user
employs the reflected image of a body part (e.g., an eye or a
fingertip) on the screen as a pointer (see Figure 1). To implement Reflector, the system captures the user’s position in real
time through a camera attached to the screen; based on the
geometric relationship between the user, camera, and screen,
it can infer the reflected image on the screen from the user’s
point of view.
The main contribution of this study is to propose a novel input
technique exploiting the unique characteristics of a reflected
image and evaluate its performance through experiments. To
the best of our knowledge, this is the first attempt to utilize
the physical properties of onscreen reflection for a pointing
technique.

Figure 2. (a) The image reflected on the screen is private because it looks
different to others. (b) The ratio of the size of the reflected landscape to
the size of the screen is constant regardless of the user’s distance from
the screen; thus, the amount of user movement contributing to the input
is not affected by the input distance between the user and screen. This
dramatically reduces error due to distance variation compared to conventional direct input methods based on the user’s angular movement
(i.e., eye trackers and mid-air pointing).

RELATED WORK
Reflective Screens Currently on the Market

on touchscreens [12, 58] or limiting activity on large public
displays [67, 30].
Secondly, in a direct input system, further distances often
make it difficult for users to interact with the screen [71].
A touch input system is, of course, not usable at a distant
because the input space is limited to within the user’s reach.
For more distant setups, such as eye- and motion-tracking
systems, distance adversely affects both the system and user’s
precision: In the system’s perspective, with such computer
vision-based input methods, the captured user image becomes
smaller with distance; fewer pixels (that is, less information)
contribute to the recognition of a user’s movement due to the
limited camera resolution. From the user’s perspective, the
screen gets smaller with increasing distance, which reduces the
possible amount of user movement for the input. For example,
a distant user must control their eye or finger more subtly to
obtain the same level of control. However, since there is a
limit to the precision of human motion, the smaller motion
amplifies the error on the screen. Because these two sources
of degradation occur in concert, the pointing performance of
conventional systems generally decreases in proportion to the
square of the distance (=O(d 2 )).
To overcome these issues, this study examines onscreen reflection as a hidden input space for screen-based interactions that
can overcome the aforementioned limitations of existing direct
input systems. Compared to other readily available systems,
onscreen reflection is (1) physically visible only to the user
and (2) the geometric proportion of the user’s reflected image
and the screen remains constant regardless of distance (see
Figure 2b). Therefore, this method is inherently private, and
the amount of input movement can remain the same at any distance. The only remaining source of performance degradation
is limited camera resolution; therefore, the precision of this
352

Modern display panels predominantly use a glass substrate,
which is inherently glossy. An antiglare coating may be applied for a matte screen, which generally consists of the rough
surface with a fine grain-like texture. The texture diffuses incident light to prevent reflection, but it produces a hazy image;
thus, glossy screens are more appealing to customers [6] and
exhibit better saturation and contrast reproducibility [7]. This
is a trade-off, and users select between gloss and matte screens
depending on their requirements, operating environment, and
preference.
As Reflector is designed for a glossy screen, we surveyed how
many screens on market have sufficiently reflective display
panels. We collected information from commodity displays,
including 141 monitors, 56 TVs, 49 all-in-one PCs, and 167
laptops from five leading manufacturers (LG, Samsung, Apple,
Dell, and HP)1 . We investigated the specifications of all monitor products presented in each manufacturer’s online store
of to see if they were anti-glare treated. If there was no detailed explanation of screen glossiness, we visually checked
the glossiness by watching a review video of the product.
Overall, 53.3% (220/413) displays were glossy (Figure 3). If
we exclude monitors designed for desktop computers, which
are commonly used with a keyboard and mouse, glossy screens
were the dominant screen type (78.3%, 213/272). Considering
that suppliers such as Apple (which produces glossy screens)
produce only a few product models, but its actual sales volume
is higher than that of other suppliers, the percentage of glossy
screens purchased by consumers may be higher than the percentage of products in the market. Also, some devices, such as
TVs, are not accompanied by an efficient pointing device, and
the majority use glossy screens. Our proposed method could
be used immediately for these devices.
1 Retrieval date: January 10, 2017
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Figure 3. About half of the screens sold on the market are intentionally
produced to be reflective, because glossy screens are more appealing to
customers and exhibit better saturation and contrast reproducibility. In
this study, we present onscreen reflections as a new alternative for direct
input.

Direct Input Methods on Screens

Of the diverse direct manipulation methods, touch is the most
common and widespread. Researchers have extensively explored and suggested intuitive and efficient touch gestures,
such as pin-and-crossing [47], consecutive tapping [29, 44],
shearing [28], and dragging [4, 25] to enrich touch input. To
enhance touch input, additional sensors such as pressure and
motion sensors [22, 32], or finger identification [23] have
been proposed. However, as we mentioned in the introduction,
touch input is often exposed to others and is inadequate for a
distant user.
The privacy issues of touchscreens have been addressed in
previous research by utilizing back-of-device input [14] or
communicating through a hidden tactile communication channel [13], which require separate hardware. A recent study [39]
devised a private input that combines gaze and touch using
only the front-facing camera of a mobile phone; however, the
eye tracking used combined with touch to form an indirect
input, which was complex and unnatural. In addition, some
studies [69, 56] have attempted to increase input complexity.
This change makes it difficult for hackers to steal input, but the
input process also becomes more difficult for the user, causing
usability losses.
For direct manipulation at a distance, mid-air pointing [27,
54, 68] and gaze input methods [17, 33, 49, 52] have been
proposed. Despite extensive research, user pointing error
increases with distance when using these methods because they
often require subdegree angular body movement [10]. Even if
this drawback is accounted for, users with finger impairments
cannot even use the mid-air input method. A recent study
[40] implemented accurate gaze input on multiple screens, but
there is a limit to users having to wear a head-mounted eye
tracker.

Figure 4. The Reflector system runs in the background when the user is
pointing through his or her reflection. The system tracks the user’s face
and body through the front camera installed at the edge of the screen
and reconstructs the reflection that the user sees on the screen.

[53, 31, 59, 24]. Although these methods employed reflection for user interaction, they tended to use mirrors simply
to redirect light, and did not fully utilize the unique optical
properties of reflection: (1) distance-independence and (2)
the private nature of the image. Moreover, they tend to require complex hardware configurations and a large space for
system implementation. In this paper, we focus on utilizing
the unique characteristics of onscreen reflections as a novel
pointing method. The method solves the problems of the
direct input method described above, and uses only simple
off-the-shelf instruments.
Estimating Onscreen Reflection

To use reflection as an interaction method, a proper reflection
estimation method is needed to transform the camera image
to the onscreen reflection seen from the user’s viewpoint. A
number of works have used single or multiple image capture
devices, such as RGB or depth cameras, to extract positional
information from a human body to estimate the precise viewpoint and simulate a mirror image [61, 60, 45, 62]. These
approaches generally requires rigorous hardware setups and
considerable computing power for real-time tracking, though
Francois and Kang devised a relatively simple reflection model
with a single camera to achieve this result [20, 19]. In this
study, we show that Francois and Kang’s model can be further
simplified when the location of a feature point on the user’s
face can be tracked in real time. Furthermore, we present a
method that employs a depth camera to resolve their model
when one of its important assumptions is broken.
IMPLEMENTATION

Figure 4 shows an overview of the Reflector system. First, the
user aligns the reflected image of their body part (e.g., a fingertip in Figure 4) with a target on a screen. At the same time, the
system captures the user’s face and body using a front-facing
camera fixed at the edge of the screen. Finally, the system infers the desired location by estimating the transformation from
the frame captured by the camera to the onscreen reflection
seen from the user’s viewpoint.

Interaction Techniques Utilizing Onscreen Reflection

Reflections have been noted for a long time by researchers
because of their distinctive characteristics, and utilized as
an interaction medium in numerous works. However, most
studies have focused only on their visual aspects, rather than
utilizing the inherent optical properties of reflection. Some
examples used reflection to superimpose a virtual image over
the reflected user image [2, 65] or to blend virtual images with
reflected image of real space [21, 45, 50, 57]. Still others have
used reflections on a half-silvered mirror to augment virtual
images that interact with the user’s hands or physical objects

Reflector requires one RGB camera when pointing through
the feature points on the face, and one depth-sensing camera
when pointing with body parts that are not located on the face.
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We first describe the input through the RGB camera and then
discuss how to extend pointing-capable body parts to the hands
or feet.
Estimation of a Reflected Image

An earlier study [20] combined a camera and screen to simulate a virtual mirror. In that study, three important assumptions
were made to approximate the mirror experience provided to
the user: (1) the camera is assumed to be a pinhole model, and
(2) the world—including the user’s face—is assumed to be a
flat plane parallel to the camera’s imaging plane (a flat-world
assumption), and finally, (3) the imaging plane of the camera
is assumed to coincide with the screen surface (see Figure 5).
Given these assumptions, researchers have devised an equation
to relate the user’s view of the screen to the camera image:
d( f + d)x0p
dtx
+
f ( f + d + tz ) ( f + d + tz )
d( f + d)y0p
dty
yp =
+
f ( f + d + tz ) ( f + d + tz )

xp =

(1)

Here, (x p , y p ) is the position where an arbitrary point P on
the flat-world is reflected on the screen when viewed from the
user’s point of view, and (x0p , y0p ) is the position at which the
image of the same point P is captured on the camera’s imaging plane (see Figure 5). Note that (x p , y p ) is the coordinate
value defined relative to the user’s mirrored viewpoint. Also,
(x0p , y0p ) is a coordinate value defined relative to the center of
the camera. The values of (tx ,ty ,tz ) represent the translation
distance between the user’s viewpoint and the camera center
in each coordinate axis. f is the focal length of the camera and
d is the distance between the user’s viewpoint and the mirror’s
imaging plane. Note that focal length and depth of field are
different concepts, and for pinhole cameras, focal length is
finite and depth of field is nearly infinite.
In this case, values such as (tx ,ty ,tz ) may be difficult to measure because they are real-world distance values. However,
the value of tz can easily be expressed as (d − f ) because of
the third assumption that the image plane of the camera coincides with the screen. We can further simplify the equation
by assuming that the camera can track one feature point (or
reference point) on the face in real time. When the distance
from the center point on the camera image to the reference
point of the face is (xr0 , y0r ), tx and ty can be expressed from the
proportionality of two triangles ( 4ABC, 4ARD) as follows:
( f + d) 0
tx =
xr + ax
f

( f + d) 0
and ty =
yr + ay
f

If we continue, these equations take on a simpler form consisting of coefficients A and B, as shown below:
x p = Ax0p + (Axr0 + Bx ) and y p = Ay0p + (Ay0r + By )
where, A =

(2)

Here, ax and ay represent the translational distance between
the user’s viewpoint and the reference point on the user’s face.
Finally, Equation 3 can be expressed without any transitional
terms (tx ,ty ,tz ) as follows:
( f + d)x0p + ( f + d)xr0 + ax
2f
0
( f + d)y p + ( f + d)y0r + ay
yp =
2f

Figure 5. The Reflector system can reconstruct a reflection onscreen
at the user’s point of view from three assumptions: (1) the camera is
assumed to be a pinhole model, and (2) the world including the user’s
face is assumed to be a flat plane parallel to the camera’s image plane (a
flat-world assumption), and finally, (3) the image plane of the camera is
assumed to coincide with the screen surface (tz = (d − f )).

xp =

(3)
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( f + d)
ax
, and Bx =
,
2f
2f

By =

ay
2f

(4)

This final equation shows that the transformation from the
camera image to the onscreen reflection results in a simple
translation (Axr0 + Bx , Ay0r + By ) after uniform scaling A. The
translation amount changes depending on the coordinate value
(xr0 , y0r ) from the center of the camera image to the reference
point (R in Figure 5). However, it is important that Bx and By
in Equation 4 are constants, as the distance from the reference
point of the face to the user’s view point (ax , ay ) is always
constant. Note that here, we apply the same scaling A for x
and y coordinates of the camera image, which assumes the
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the cursor point is restricted to the user’s face, to not violate
the flat-world assumption.
At each target selection, the system compares the amplitude of
movement in the camera frame to the amplitude of movement
in the screen frame to obtain scaling factor A. Then, by substituting the obtained A value into Equation 4, the Bx value and
By values can also be obtained. This process is repeated about
10 times, and all the values of A, Bx , By are averaged to remove
possible high-frequency noise from the user movement and
tracking module. The total time required for this calibration
is approximately 3 minutes on average. The exact calibration
algorithm is shown in Algorithm 1.

Figure 6. Reflector must be initially calibrated once for each user. This
process is similar to that of an eye tracker, and the image transformation obtained through calibration is updated in real time as the distance
between the user and screen changes.

Updating the Scaling Factor with Varying Distance

same aspect ratio between the original camera image and the
world. If the aspect ratio of the camera image is different from
the aspect ratio of the real world, we should set Ax and Ay
separately.
In summary, the transformations shown in Equation 4 allows Reflector system to overlap the camera image with
the reflected image that the user sees on the screen. However, Reflector should be able to obtain both translation
(Axr0 + Bx , Ay0r + By ) and scaling A in real time to estimate
the user’s perceived cursor location. As per the definition
of A, Bx , and By , the transformation changes with a variable:
distance d between the user’s viewpoint and the screen.
Tracking On-body Cursor Point of a User

To realize the transformation defined in Equation 4, Reflector system should be able to detect and track the location of
the user’s face and the body cursor within the camera image
frame. If the cursor is defined as a part of the user’s face, then
both the user’s viewpoint and the cursor can be tracked by a
single face alignment algorithm [38]. The algorithm is optimized to find the locations of important facial features—such
as the eyes and mouth—more robustly. However, its detection
speed is rather slow and works for only one face at a time.
To address this issue, we use a simpler tracking module with
a GPU-powered OpenCV cascade classifier that can track a
user’s face more quickly.
If the cursor point is not defined as a feature on the user’s face,
then we need to use other techniques that can track that feature.
Commercial depth-sensing cameras, such as the Microsoft
Kinect, can track the user’s skeleton. These features provide
sufficient functionality in most cases for pointing through the
hands or feet.
Initial Calibration

After the system begins tracking feature points of the user’s
face and body, Reflector requires an initial calibration done by
the user without varying his or her distance from the screen.
This calibration process is similar to the 9-point calibration
scheme of a typical eye-tracker and is done only once for each
user. During calibration, one of the user’s eyes reflected on the
screen is employed as a cursor to select the targets displayed
on the screen (see Figure 6). Note that in this calibration step,
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After the initial calibration, the system is ready to simulate an
onscreen reflection when the distance between the screen and
user does not change from that of the initial calibration step.
However, as shown in Equation 4, the value of A is a function
of current distance D (= ( f + d)), which is the usual variation
during direct interaction with screens. To compensate for this
effect, Reflector simply updates the current value of A in real
time using the equation below:
A = A0

D
( f + d)
= A0
( f + d0 )
D0

(5)

Here ( f + d0 ) represents the distance of the user from the
camera at the calibration step (D0 in Algorithm 1). When the
system is implemented with a depth-sensing camera, ( f + d)
can easily be obtained by looking at the depth at the user’s
viewpoint. However, when the system is only implemented
with an RGB camera, the absolute measurement of ( f + d) is
usually not available. In those cases, the system should utilize the camera-view frustum to estimate the relative distance
between the user and camera. The size of a photographed
object decreases in inverse proportion to the distance from
the camera. If Deye0 represents the pixel distance between the
left and right eyes during the calibration step that serves as a
surrogate for absolute distance D0 , then the value of A can be

Algorithm 1 Calibrating Reflector
1: procedure I NITIAL CALIBRATION
2:
AN , BxN , ByN , DN , N ← 0
3: top:
4:
randomize Target1 (x1 , y1 ), Target2 (x2 , y2 )
5:
Input1 (x10 , y01 ) ← User input aiming at Target1
6:
Input2 (x20 , y02 ) ← User input aiming at Target2
(x1 −x2 )
7:
AN ← AN + 2(x
0
0 and DN ← DN + user’s current distance
1 −x2 )
8:
BxN ← BxN + (x1 − 2AN /N · x10 )
9:
ByN ← ByN + (y1 − 2AN /N · y01 )
10:
N ← N +1
11:
if N < Nthreshold then
12:
goto top
13:
else
14:
goto finish
15: finish:
16:
A0 ← AN /N, Bx0 ← BxN /N, By0 ← ByN /N, D0 ← DN /N
17:
return A0 , Bx0 , By0 , D0
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updated using the current eye distance Deye , as shown below:
D∝

Deye0
1
D
= A0
⇒ A = A0
Deye
D0
Deye

(6)

After applying this real-time update to A, the system’s main
pointing module is implemented and the camera frame is overlapped on the onscreen reflection seen from the user’s viewpoint, regardless of the distance between the user and screen.
Relaxation of the Flat-world Assumption

So far, we have presented an implementation of Reflector that
only works with a cursor located on the same plane as the
user’s face (see Figure 5). If the feature point on the face—
such as the user’s eyes or nose—is used as a cursor, the implementation so far is sufficient. In the case of interaction with
a mobile device, in which the user holds the screen in his or
her hand, feature points on the face are more likely to be used
as cursors. However, when interacting with a desktop or large
screen, other parts of the body—such as the user’s hands or
feet—are often used as cursors, which means that we have to
worry about implementing a cursor that violates our flat-world
assumption (see the red dot in Figure 5).
First, for Reflector system to use a body part that is not on the
flat-world as a cursor, it must be able to track the distance of
that body part from the screen (or the center of the camera,
approximately), which is made possible using a commercial
depth-sensing camera such as the Kinect.

STUDY 1: DESKTOP POINTING

Let z be the distance from the cursor point to the screen as
shown in Figure 7. The plane of the flat-world passing through
the user’s face is a distance d away from the screen. The
location of the tracked cursor relative to the center point of the
camera’s RGB frame x1 can be projected to x2 on the flat-world
due to the characteristics of the camera view frustum:

Method

Participant: We recruited 12 participants from a local university. The average age was 27 years old (σ = 6.27); 7 were
male and 5 were female. Five participants wore glasses and
the remainder participated with naked eyes. The experiment
took about 2 hours per participant, and participants were compensated 20,000 KRW for their time.

(7)

After correcting the error caused by the camera view frustum,
we correct the error from the reflection model that occurs
when a cursor located in the flat-world moves closer to the
screen by (d − z). Now, the location of the reflection of the
corresponding point on the screen changes from x3 to x4 with
respect to the user’s viewpoint:
x4 = (2 − 2z/(d + z))x3

With a distant screen, a separate controller (e.g., an IR remote
controller) may be used. Without such a device, the dwell-time
method is common for eye tracking or mid-air pointing. In
recent years, smooth-pursuit tracking [17, 66], which compensates for the shortcomings of the dwell-time method, has
been widely studied and can also be used in Reflector system.
Finally, eye blinking [11] may be used, accompanied with face
detection.

We conducted a user study to evaluate Reflector ’s performance
and observed the effect of screen–user distance. We set an
eye-tracker-based pointing system as the baseline, because it
has standardized performance compared to mid-air pointing
and is available on the market. In this study, we compared the
performance of the two systems at different distances without
updating the initial calibration settings obtained at the closest
distance (0.5 m). We confirmed that Reflector worked well at
the longest distance (2.5 m), at which an eye-tracker does not
work.

Next, the Reflector system must compensate for two kinds of
errors that arise from the incorrect assumption that the body
part is on the flat-world: (1) errors from the camera view
frustum and (2) errors from the view frustum of the user. We
explain these two error compensation below.

x20 = (d/z) × x10

Figure 7. A cursor on the user’s body that does not satisfy the flat-world
assumption can be used as a cursor through two compensations: (a) and
(b). These processes recompensate for errors that occur when a cursor point that is not located on the flat-world is assumed to be on the
flat-world. Reflector system uses a commercial depth sensing camera because it must know the physical distance from the screen to the cursor z
and the user’s viewpoint d.

(8)

In the above equations, if z equals d, it satisfies the flat-world
assumption, and we can see that x20 = x10 and x4 = x3 .
Input Triggering

Reflector, like eye tracking, is merely a pointing system, and
needs a separate trigger for acquiring a target. Various signals
can be considered as input triggering candidates in Reflector system. If a screen is accessible to the user, a touch event
can be a trigger (as in Study 2, described later in this paper).
356

Design: The experiment used a 2 × 2 within-subject design
with two independent variables: the input distance between
the user and screen {0.5 m, 0.9 m} and the input method
{R EFLECTOR, E YE T RACKER}. Each participant tested all
four conditions, and we counterbalanced the presentation order of conditions across participants using Latin-square design. We measured the trial completion time, error rate, and
throughput as dependent variables.
Apparatus: All apparatuses except a depth camera were the
same in both input methods. The application for the experiment was implemented in C++ and shown on a 23-inch glossy
monitor with 1920 (51 cm)×1080 (29 cm) resolution (LG
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23ET63). The operating system used was Microsoft Windows
8.1, and the hardware specification was 3.4 GHz Intel Core
i7, 16 GB RAM, and a GTX 650 graphic card. A monitor
arm (Camel deskmount MA-2) was used to place the monitor

yellow. We used two target widths—17.5 mm and 36 mm—
and three target distances—100 mm, 142.5 mm, and 187.5
mm. For each width–distance pair, we tested 10 angles of
approach (10×36° rotation). Therefore, one block consists of
2 widths × 3 distances × 10 angles of approaches = 60 trials.
The order of pairs was randomized within a block.

perpendicular to the ground. A height-adjustable chair was
used to set the proper height based on the screen for each
participant.
In the E YE T RACKER condition, participants gazed at the
screen for pointing. We used the Tobii Eyetracker 4C, which
has an operating range from 0.5 m to 0.95 m. In the R EFLEC TOR condition, participants pointed using the fingers of the
dominant hand as the cursor. We used the Microsoft Kinect
for Windows v2 to track the user’s face and fingers. Instead
of inferring the distance from the user to the screen indirectly
through the eye distance (see Equation 6), we updated the calibration through the absolute distance from the depth-sensing
camera to the participant’s point of view (see Equation 5). We
used the Face Tracking SDK2 to detect a face. The pointing
finger was tracked by finding the closest point to the screen in
the depth map.
To reduce the jitter of the output from the E YE T RACKER condition, we applied a 1efilter [9] to the signal. As per recommendations from a recent study [18], each parameter in
the filter was selected as follows: for the x-coordinate of the
cursor, fcmin was 0.24, β was 0.08; for the y-coordinate of
the cursor, fcmin was 0.46, and β was 0.07. The same filter
was applied with different parameter values for locating the
user’s face in the R EFLECTOR condition. We decided the
R EFLECTOR values to reduce lag and minimize jitter: fcmin
was 0.01 and β was 0.007 for both the x- and y-coordinates.
Device calibration: We calibrated instruments once for each
individual participant 0.5 m from the screen, for the best performance in each input method. For R EFLECTOR, each participant was instructed to perform the calibration as described in
Figure 6. On average, the calibrated R EFLECTOR parameters
were 1.92 (σ = 0.3), 1071 (σ = 139.2), 666.5 (σ = 99.1) for
A, Bx , and By , respectively (see Equation 4). For the E YE
T RACKER, each participant performed 7-point calibration according to manufacturer recommendations. The experimenter
asked the participant to perform this as accurately as possible.
At the end of the calibration, the experimenter made the cursor
visible on the screen and confirmed that the cursor matched
the participant’s intended pointing position. In the case of the
R EFLECTOR condition, the cursor should be located at the position of the right or left eye from the participant’s viewpoint
after calibration; in the case of the E YE T RACKER condition,
the cursor should be located at the gaze point.
Task: Participants performed a standardized point-and-select
task following ISO 9241-9 standards [16]. They pointed
to a target using one of the input methods and acquired the
target by dwelling on it for 0.75 s. In each trial, two targets
were presented as red (start) and blue (end) circles on a black
background. Participants were asked to acquire the red and
blue targets sequentially. With successful target acquisition,
the red target changed to cyan and the blue target changed to
2 http://msdn.microsoft.com/en-us/library/jj130970.aspx

During a trial, each target appeared for only 7 seconds. After
the time limit, the trial was treated as a failure. This is sufficient time to conduct actual pointing movements with both
input methods. This limit also prevents the experiment time
from becoming extremely long if input is impossible due to
severe errors in the system.
Note 1) The 0.75 s dwell time is based on the fact that it
takes 0.2 s to 0.6 s for humans to look at and recognize an
object [35]. Using a shorter dwell time makes it difficult to tell
whether the user simply starts watching the target or actually
intends to select it [48].
Note 2) The target widths were determined not to be too difficult for the eye tracker, based on a recently published paper
[18]; a commercial eye tracker has a success rate of 90% with
39 mm targets.
Procedure: After a participant’s arrival, we briefly informed
him or her about the experimental procedure. They sat on a
chair throughout the experiment. We adjusted the chair height
to align the participant’s eye level with the middle of the
screen. First, the participant calibrated the forthcoming input
method. This process was performed only once at a distance
of 0.5 m from the screen for each input method. After this,
the experimenter explained the pointing tasks. The participant
practiced the pointing and target acquisition methods for 20
trials. During practice, a cursor attached to the tip of the
participant’s dominant hand is set to be visible. The cursor
was hidden during actual trials. We asked participants to
perform the task as quickly and accurately as possible.
One block consisted of 60 trials; two blocks were performed
for each input method×input distance condition to test for
a learning effect. We allowed participants to rest freely between blocks. After finishing a trial condition, the participant
rated the condition using the NASA Task Load Index (NASATLX) questionnaire 3 . Before testing the next condition, the
participant practiced again to adapt to the condition.
In total, each participant performed 2 (input distances) × 2
(input conditions) × 2 (blocks) × 60 (trials) = 480 trials. After
all conditions were completed, the participant was asked to
measure one more block using R EFLECTOR at a distance of
2.5 m. This is an additional step to observe how Reflector’s
error rate changes over longer distances. Trial completion
time was measured from the acquisition of the red target to
the acquisition of blue target. Note that a constant dwell
time of 0.75 s was included in this definition. The error rate
trials
was calculated as ##ofoffailed
total trials . Throughput was calculated
TrialCompletionTime
as
, where IDe was the effective index of
IDe
difficulty in bits (see [16]).
3 http://www.keithv.com/software/nasatlx/nasatlx.html
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Figure 8. (a) The difference in trial completion time between the two was not significant when only including successful trials. (b) Overall, the error
rate of R EFLECTOR was 73% lower than that of the E YE T RACKER. As the distance increased, the error rate of E YE T RACKER increased sharply, but
R EFLECTOR’s error rate was much more robust against changes in distance. (c) The throughput of R EFLECTOR was lower than the throughput of the
E YE T RACKER because it requires large upper limb movements. When we measured the workload of the two input methods, R EFLECTOR was better
than the E YE T RACKER in terms of (d) mental demand, and the E YE T RACKER was better than R EFLECTOR in terms of (e) physical demand.

Results and Discussion

Error Rates

Learning Effect

We first briefly looked at the learning effect by observing
the effect of block on trial completion time. We performed
a three-way repeated-measure ANOVA (RM-ANOVA) on
trial completion time with three independent variables: input distance, input method, and block. We found that block
exhibited a significant main effect on trial completion time
(F1,11 = 6.13, p = 0.025) where no interaction between other
variables were observed. The trial completion time in the second block (µ = 2.2 s, σ = 0.69 s) was significantly shorter
than in the first block (µ = 2.4 s, σ = 0.82 s). Therefore, we
excluded data from the first block in all subsequent analysis.
Trial Completion Time

For the successful trials, we performed a two-way RMANOVA with two independent variables: input distance
and input method. Input method showed a marginal main
effect (F1,11 = 3.4, p = 0.091) and input distance showed
a significant main effect (F1,11 = 7.7, p = 0.018) on trial
completion time. There was no interaction between them
(F1,11 = 0.1, p = 0.76). As R EFLECTOR required larger body
movements than the E YE T RACKER (see Figure 8a), the trial
completion time for R EFLECTOR (µ = 2.4 s, σ = 0.84 s) increased marginally over that of the E YE T RACKER condition
(µ = 2.0 s, σ = 0.46 s). It is also possible to determine that
applying different filter values to the two input methods leads
to different delays, which increases the input time of R EFLEC TOR. However, we believe that the delay from filtering would
not have a significant effect on the user’s movement since the
cursor was not visible. As expected, the mean trial completion time at 0.9 m (µ = 2.4 s, σ = 0.86 s) was significantly
increased over that at 0.5 m (µ = 2.0 s, σ = 0.36 s).
However, when we included failed trials (the trial completion
time for failed trials was set to 7 seconds), the difference between the two conditions became significant (F1,11 = 9.9, p =
0.01) and reversed. The trial completion time measured in
the E YE T RACKER conditions (µ = 3.2 s, σ = 1.6 s) becomes much slower than the R EFLECTOR conditions (µ = 2.5
s, σ = 0.52 s), because of the higher error rate of the E YE
T RACKER at longer distances (see Figure 8b).
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Following an identical process as the time analysis, we
performed a two-way RM-ANOVA on error rates. Input
method (F1,11 = 19.6, p = 0.001) and input distance (F1,11 =
22.0, p = 0.001) both showed significant main effects on error rates, and a significant interaction between them was
observed (F1,11 = 9.7, p = 0.01). The error rate at 0.9 m
(µ = 28.2%, σ = 27.9%) was higher than that of pointing at
0.5 m (µ = 8%, σ = 8.9%), and the error rate of R EFLEC TOR (µ = 7.6%, σ = 7.9%) was lower than that of the E YE
T RACKER (µ = 28.5%, σ = 27.8%).
In a pairwise t-test with Bonferroni correction, the difference
between two input methods was not significant at a distance
of 0.5 m (p = 0.188), and was significant at a distance of 0.9
m (p = 0.002). At a 0.5 m input distance, the error rate of
R EFLECTOR and the E YE T RACKER were 5.42% (σ = 4.72%)
and 10.6% (σ = 11.3%), respectively, but at a 0.9 m input
distance; R EFLECTOR was 9.9% (σ = 9.9%) and the E YE
T RACKER was 46.5% (σ = 28.2%).
As we predicted earlier, the error rate of the E YE
T RACKER condition steeply increased with distance even
within the claimed available range (0.5 m to 0.95 m) of the
eye tracker. R EFLECTOR, however, was relatively stable; particularly, pointing at 2.5 m, which the additional trial that the
participant performed with R EFLECTOR, showed an error rate
of 30.0% (σ = 18.3%). If we plot the error rates over input
distances, we can confirm that R EFLECTOR exhibits a linear
function (see Figure 8b). In contrast, the E YE T RACKER becomes unusable at over 0.9 m. Even if a new calibration is
made at each distance (although this is not an ecologically
valid assumption), the error rate of the eye tracker still increases with the square of the perturbed distance (O(∆d 2 )),
and the error rate of Reflector increases linearly with the
perturbed distance (O(∆d)).
Throughput

We calculated throughputs only for successful trials and plotted them in Figure 8c. With a linear regression, the throughput of R EFLECTOR was 1.36 bits/s (R2 = 0.93) at 0.5 m and
1.12 bits/s (R2 = 0.92) at 0.9 m. The throughput of the E YE
T RACKER condition was 1.95 bits/s (R2 = 0.92) at 0.5 m and
1.2 bits/s (R2 = 0.68) at 0.9 m.
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Workload

The average workload scores measured in NASA-TLX are
(lower is better): E YE T RACKER at 50 cm = 63.8 (σ = 17.9),
E YE T RACKER at 90 cm = 81.9 (σ = 9.4), R EFLECTOR at
50cm = 67.4 (σ = 12.8), and R EFLECTOR at 90 cm = 68.722
(σ = 13.38). We performed a two-way ANOVA on the scores.
Input distance exhibited a significant main effect on workload
(F1.11 = 10.4, p = 0.008), but input method did not. A significant interaction between input distance and input method
was observed (F1,11 = 7.8, p = 0.017). In post-hoc tests with
Bonferroni correction, there was no difference in workload at
0.5 m (p = 0.57), but the workload of R EFLECTOR was significantly lower than that of E YE T RACKER at 0.9 m (p = 0.013).
For component-wise comparison, the E YE T RACKER required
higher mental demand than R EFLECTOR at 0.9 m (Figure 8d),
but the E YE T RACKER consistently required less physical demand than R EFLECTOR (Figure 8d). These are convincing
results, because R EFLECTOR obviously requires more physical movement than the E YE T RACKER , but the high error rate
of the E YE T RACKER at 0.9 m results in more mental effort
and a greater workload.
In summary, workload increased and performance decreased
with distance, and the difference between the two input
methods is more noticeable at greater distances. The E YE
T RACKER and R EFLECTOR exhibited similar performances
and workload at close distances, but R EFLECTOR overwhelmed the E YE T RACKER in error rate and workload at
long distances. From these results, we conclude that our proposed interaction, Reflector, is not only as efficient as eye
tracking but also robust at long distance.
STUDY 2: MOBILE PIN AUTHENTICATION

The onscreen reflection is unique for each viewer, so Reflector enables naturally private interaction. In particular, touch
input on touchscreens is known to be vulnerable to a visual
attack known as shoulder surfing. In the second study, we
measured the robustness of Reflector against a shoulder surfing attack compared to a touchscreen in a 4-digit PIN input
task.
Method

Participant: Ten participants were recruited from a local
university. The participants ages ranged from 22 years to 35
years (µ = 27.4 years; σ = 4.76 years). Two participants wore
glasses or contact lenses and all participants had normal or
corrected-to-normal vision.
Experimental Design: The experiment used a within-subject
design with a single independent variable: authentication
method{R EFLECTOR, T OUCH}. In the R EFLECTOR condition,
the experimenter entered PINs with Reflector implemented on
a commodity smartphone equipped with a front camera. In
the T OUCH condition, a regular touch input was used on the
same device. Two dependent variables were used to evaluate
the performance of each authentication methods: success rate
and input duration. We assumed that input duration can be
used as a measure of confidence in the shoulder surfer’s input.
Task and Materials: The task was a simple input alternation
between a true user and a hacker. Throughout the experiment,
359

the experimenter played the role of the true user, and the participants played the role of a hacker who steals the 4-digit PIN
that the experimenter enters. First, the experimenter (the true
user) memorized a 4-digit PIN and input it as quickly and accurately as possible using the given authentication method. After
watching the input process, the participant (hacker) guessed
the password entered by the experimenter and tried the guessed
password via touch.
The participants and experimenter used the same visual interface to input the password. The visual interface conformed to
a general smartphone format. The background of the interface
was black, and the outline of the visual interface was in white
(see Figure 9). With each input, the lower four squares were
sequentially filled with white to indicate input progress. The
experimenter used his right eye as a cursor and the initial calibration of the experimenter for the R EFLECTOR condition was
maintained throughout the experiment. Participants touched
the screen in the way that they used their usual smartphone.
Square buttons with an 80-pixel width (12.4 mm) were used.
Procedure: Before beginning of the experiment, participants
were instructed to understand the underlying principle of our
system fully by watching several demonstrations conducted
by the experimenter. The experimenter was seated at a desk
while the participant freely utilized the entire workspace to
accommodate various shoulder surfing attacks. The laptop
that informed the experimenter of a random password for each
trial was located behind the participant, and they were not allowed to see the laptop screen. When the experimenter entered
one password, the participant took control of the device and
entered the guessed password via touch. The experimenter
tried to input as the passwords as quickly and accurately as
possible for both authentication methods, but participants’ input time was not limited. After 20 attack trials with the first
authentication method, another 20 trials were conducted with
the other method. The order of the authentication method was
counterbalanced across the participants. Experiments were
carried out in a typical office lighting situation.
Apparatus: The smartphone used in the experiment was an
Apple iPhone 5. To realize the R EFLECTOR condition in real
time (30 fps), the front camera image was scaled down to
120×150 pixels. The password input system and Reflector algorithm were coded in C++ with the face detection algorithm
bundled in the OpenCV library [5]. The laptop that generated
the random password was Apple’s MacBook Pro (late 2012,
15-inch) and connected to the smartphone through a UDP connection. It also logged the success or failure of the PIN input
and the duration of the password input on the smartphone. In
the R EFLECTOR condition, input was triggered by touching
anywhere on the screen.
Results and Discussion

First, the success rate of the input performed by the experimenter was similarly high for both methods (R EFLECTOR =
95.5 % and T OUCH = 97.5 %). However, for the input
time, R EFLECTOR showed a longer duration by 4.64 seconds
(µ = 7.23 s, σ = 1.4 s) than the T OUCH condition (µ = 2.59 s,
σ = 0.53 s). However, as these values include the time taken
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was performed by experts. Future study should explore how
well the system works for the average user.
LIMITATIONS AND FUTURE WORK

Although Reflector allows precise pointing from a distance, its
viability is highly influenced by some situational factors, such
as lighting condition, screen reflectivity, and brightness of the
image rendered onscreen. Our informal tests have shown that
if the brightness of the onscreen image is less than 50% on a
glossy monitor, the onscreen reflection was fully recognizable.
In the future, it may be also possible to optimize content layout
based on the user’s visual perception model, to make it easier
for the user to recognize the onscreen reflection [55, 51, 64].

Figure 9. In Study 2, the onscreen reflection was simulated in real time
through the front camera of a smartphone and the face detection algorithm from the OpenCV library.

to check the current password shown on the laptop, the actual
input time is somewhat shorter than the measured value.
Next, for the hacking trials, the authentication method showed
a significant main effect on success rates (F1,9 = 252.3, p <
0.001). R EFLECTOR showed much a lower hacking success rate (µ = 3.5%, σ = 5.2%) than the T OUCH condition
(µ = 74%, σ = 12.8%) (see Figure 10). In addition, the
authentication method showed a significant main effect on
participants’ input duration (F1,9 = 20.0, p = 0.002). When
the experimenter used R EFLECTOR, participants showed a
prolonged input duration (µ = 3.03 s, σ = 0.88 s) than the
T OUCH condition (µ = 1.82 s, σ = 0.47 s).
The number of correctly guessed digits in R EFLECTOR was
1.03 digits and in the T OUCH condition was 3.54 digits per
trial. Most of the participants agreed that it was much more
difficult to catch passwords when entered with R EFLECTOR.
This tendency also appeared in the participants’ input duration, showing a prolonged duration of 1.2 seconds for thinking
about and guessing the password. By contrast, some participants said there are still some clues remaining in the R E FLECTOR condition that helped to guess the password entered.
Especially, in this experiment, the experimenter performed the
input by rotating the smartphone rather than moving. Therefore, if the participant closely examined the rotation of the
smartphone, some input information could be obtained. For
this reason, participants in the R EFLECTOR condition may
have been able to guess at least 3.5% of the input trials.
Obviously, the performance of our system depends on light
conditions. To guarantee robust face detection, a moderate
amount of ambient light is required. However, as most open
spaces that are vulnerable to shoulder surfing attacks generally
have sufficient light, this problem will not be pronounced in
practical use. In addition, in this experiment, Reflector input

In addition, there may be cases in which the three basic assumptions of the reflection model that we present are violated.
For example, our model cannot handle cases in which the user
is standing on the side of the screen. In addition, if multiple
users need to use the system, additional usage scenarios and
advanced system implementations are needed to handle all
users’ viewpoints.
The need for one calibration per user would not be a problem
for spontaneous interaction in a typical situation where a single user is using a desktop PC. However, it is impractical to
calibrate each user when there are many users interacting with
a large public display. Currently, if the size of the targets used
in the public display is sufficiently large, user-specific calibration can be roughly omitted by measuring absolute distance
from the user’s viewpoint to the screen using a depth-sensing
camera. This technique allows the system to work with Equation 5 instead of Equation 6. However, in that case, the system
must implement a function that can infer the user’s eyedness.
In the performance evaluations in this study, we compared Reflector only with two direct input techniques: eye tracking and
a touchscreen. However, several indirect pointing techniques
(e.g., cursor-based interaction or gesture input through a depth
camera[8]) are readily available and widespread for distant
screens. A comparison between Reflector and such techniques
remains future work.
CONCLUSION

Through this study, we have shown that the proposed system, Reflector, guarantees privacy of input and is robust to
changes in distance between the user and screen. In Study 1,
the performance of the eye tracker decreased dramatically as
the distance between the user and screen increased. However,
the performance reduction of the proposed system was slower.
In Study 2, our proposed system enabled more private and
safer input from shoulder surfing attacks than a touchscreen.
Finally, we believe that our model can be implemented relatively simply on an all commodity glossy screens and can
provide a high-fidelity direct-input user experience.
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Figure 10. Due to the private nature of the reflection, the PIN input via
R EFLECTOR showed a hacking success rate 20 times lower than that of
T OUCH: (a) success rate of malicious users, (b) input time of malicious
users.
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